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5Rg)-l Q,:r;?—‘;jlp g&?;)b ‘y I\) go_b ~B#Sl})’1]§(’)Ybo}1( 2.2 (2006.10.31-00:55+0000) Iti-call binary
O /\ : :s//\ u x v1.2. .10.31-00: multi- in
I‘ ' - Lf: :E 0) : Usage: busybox [function] [arguments]...

- - or: [function] [arguments]...
B AR T—E—FA4TD&>

fd:‘y_ ) l/ BusyBox is a multi-call binary that combines many common Unix
utilities into a single executable. Most people will create a
link to busybox for each function they wish to use and BusyBox
will act like whatever it was invoked as!

ﬁ I:J%H IJ > 7 % gE 2 —C ﬁ m -d— é Currently defined functions:

| EX. ) [, [[, addgroup, adduser, ash, basename, busybox, cat, chgrp,

_ . . chmod, chown, chroot, clear, cmp, cp, cut, date, dc, dd, delgroup,
In —s /bin/busybox /bin/ps deluser, df, dirname, dmesg, du, dumpleases, e2fsck, echo, egrep,

In —s /bin/busybox /bin/vi env, expr, false, fdisk, fgrep, find, free, fsck, fsck.ext2, fsck.ext3,
:E, L < 'j: g | ﬁflﬁ% 1:!:. ;I"E getopt, getty, grep, gunzip, gzip, halt, head, hexdump, hostid,
E H hostname, httpd, hweclock, id, ifconfig, ifdown, ifup, inetd, init,
] E X, ) insmod, kill, killall, klogd, less, In, logger, login, logname,
. Is, Ismod, md5sum, mkdir, mke2fs, mkfs.ext2, mkfs.ext3, mknod,
/bin/ busybox Is - mkswap, modprobe, more, mount, mv, netstat, nslookup, passwd,
/bin/busybox date pidof, ping, pivot_root, poweroff, ps, pwd, rdate, reboot, reset,

rm, rmdir, rmmod, route, run-parts, sed, sh, shalsum, sleep, sort,
strings, stty, su, swapoff, swapon, sync, syslogd, tail, tee,

:I:E > > & 7’ telnet, telnetd, test, time, top, touch, true, tty, udhcpc, udhepd
— s ) ) D ) pa ) ) Yy, pca cp 9
’ JE: IN i t &D —C S 7 J I\ umount, uname, uniq, uptime, usleep, vi, we, wget, which, whoami,

U “/ I\&[J\é('tégé xargs, yes, zcat
— #HA A [T ~#
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B SELinux, LIDS — E&A®DinodeADIEHZEFIF
B AppArmor — YU OBREBDINRAZTF|FE

O TIIEETI7AILDDOFEVDHL (Wrapper® F| )
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O /bin/busybox#E
B CTELECAL

PO I N FIZEERT S
=L

void main(int argc, char* argv[], char* envp[]) {
argv[0] = "cat”;

execve (”/bin/busybox”, argv, envp)

}

B Chza7trJ 5T (U4 X(F1kKiE)
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http://www.selinux.gr.jp/LIDS—-JP/document/general/web lids busybox/main.html
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addgroup
adduser
ash

cat

chgrp
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O #HzI£“cat”

#!/bin/sh
/bin/busybox cat $*

O LCxdh. “sh”lE?

#(/bin/sh
/bin/kusybox sh $*

“n¥tbusyboxfzof=Y g 5---
O HIAIXcp”H

#!/bin/sh
/bin/busybox rm $*

CESHZbNTD- -
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execve(2)dDmanpage
£
#include <unistd. h>
int execve (const char *filename, char *const argv[],
char *const envp[]) ;
=5 BH

execve () (&, filename [Tk > THREINI=-TO5 S5 LEETT S, Filename
L. NAFUEFTHRKH. “H#! interpreter [arg]” EVWSHADITTIRES
A1) T RTRIFNERZSHEL, BEDIZS. interpreter [L@UILGETT 7
AIWDNRBZTHEINEGESS, ThEEBRRY ) T RTHLTIEGESLL,
L T#NIL interpreter [arg] filename OB THEUHETI B,

Tl&. “#!/bin/busybox” &L =T7 4 JLTZITTOK?
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O /bin/IsIZ“#!1/bin/busybox’&ELNf=D7 4
IWEBENTET
# 1s

busybox: applet not found
#

ISDTILINADbusybox®D5|#ELTA ST
“/bin/ls” # “Is”
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O 77LybRZERS8MAZELE

- applet_name = argv[0];
- run_applet_and_exit(argv[0], argv);

applet_name = bb_get last_path_component (argv[0]) ;
+ run_applet_and_exit (applet_name, argv);

TILINADSLIT7ZAILBDHF|HEEH-TLD

# cat /bin/ls

#1/bin/busybox

# Is -1 /bin/l*

—FWXr—Xr—x 1 root root 18128 Jan 11 00:06 /bin/link
—rWXr—Xr—x 1 root root 29840 Jan 11 00:06 /bin/In
—rwXr—-Xr-x 1 root root 79412 Sep 29 20:27 /bin/loadkeys
—FWXI—Xr—x 1 root root 25756 Feb 9 21:43 /bin/login
—rWXr—Xr—x 1 root root 15 Feb 21 04:47 /bin/ls
—rWXr—Xr—-x 1 root root 93560 Jan 11 00:06 /bin/lIs.orig
#
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execve() DR

Ezy: )
execve ) I&. filename Ik > THEINI-TOT S LEFEITT S, Filename
L. N4 FUETFRE,N. “# interpreter [arg]l” EWVWSHEADITTEES
AR YT THRITNIETESHEL, BEBDOHES. interpreter (XBEULHEFTT 7
AIWDINRBTRHEITNELEST, TABEBENRV YT R TH-TIEL LAY,
Z L TENIL interpreter [arg] filename D THEUEH TN S,
O /bin/shd &+ #!/bin/busybox”IZ94&., execve()T
IR TREEVHLUE-BIC EOEEICKY ., BT TEL
LY, (nithhvio DRV TRETLGE)
test.sh
[#!/bin/sh

/bin/sh
[ #1/bin/busybox ]

— /bin/sh®& X929 5,
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