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SELinux (Security-Enhanced Linux)
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LIDS (Linux Intrusion Detection System)
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TOMOYO Linux

O (BR)NTTT—A2THREINT-. fMEED
331 70S

O 2005F 11 BIZA—T>2V—REL TR
O I/BE/N—23> 1.3.2

O LIDSERILK2.42 B LUV 2.6 R DLINUXT—
RIS G

200743A16H Open Source Conference 2007 28
Tokyo/Spring



TOMOYO Linux®#ge

INAZAR—RDT Ot RH |

B FE R

B DX 70SICIEA VSR RE

B FEE—FICBOLWTET-7I7EALELODOEGREFEL.
BEAE—RFTIZZEE LD LY ZIE S ] EE

B ST =R, SvybFOURORY O—ERRIEIERICRE
B -{EF

B RUS—ITA43%FES5_ETIEIETTRE

JOtAOMEVOHLIEFORBREIZEDRALY

B bash — Is & bash — bash — IslZBIF ALY

B sshTRJ A Lizbashé, avy—iLhbaT 12 Li-bash

HLRIR AL

BN EREEHE BE

200743A16H Open Source Conference 2007 29
Tokyo/Spring



SELINUXD K AL EDELD

SELinux TOMOYO Linux

lﬁ;l

e
KA B -
200743A16H Open Source Conference 2007 30

Tokyo/Spring



#HA A2 ETOMOYO Linux

E)FE

B REMNERICEZ. FX
B VWER/NROTI7AILZHEE Al EE

J7AIV AT LOFIRIFEL

B i/ R4 /\—Zd)'?btxﬁlhﬁﬂ

D—RILICK T B/ YF
B =HADELNOTO—KFDE

FZ X LT LY

B TAAMNOO—FIZETEEYR—,EZITo NG UERE

) OFkEV D%

X Bl °] gE

o 9)%')“/7')‘/7@%%(&5&%

FHNTHELTLS

DHE

B FEHEEHPTV. ERERBRLTLOLVRT LY

200743A16H Open Source Conference 2007

Tokyo/Spring

31



FZOSSOHOtEFXa170S

3FEDLEER



LRI

SELinux LIDS TOMOYO Linux

7Ot AHIEHO M-S O X A
R)o—ERDBR G X O A
BEiFE X X O

, : inode inode =

| 7
7t A H D FHE (5L (EE) INAA
RBACOE & O X A
KA DEHE O X O
FRARTFAIL AT LE
DA = = O
BusyBox&M AR X X O

oy 2.6 2.4, 2.6 2.4, 2.6

AR (ms) ($9F) ($9F)

2007%3A16H

Open Source Conference 2007

Tokyo/Spring

33




BusyBox[ZDULYT




BusyBoxé&ld ?
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In —-s /bin/busybox /bin/ps

In —s /bin/busybox /bin/vi

In —s /bin/busybox /sbin/fdisk

O H@a—FzFEEHT,. Ivk
TYI R INSSTES

~ # busybox
BusyBox v1.2.2 (2006.10.31-00:55+0000) multi-call binary

Usage: busybox [function] [arguments]...

or: [function] [arguments]...

BusyBox is a multi-call binary that combines many common Unix
utilities into a single executable. Most people will create a

link to busybox for each function they wish to use and BusyBox
will act like whatever it was invoked as!

Currently defined functions:

~#

[, [[, addgroup, adduser, ash, basename, busybox, cat, chgrp,
chmod, chown, chroot, clear, cmp, cp, cut, date, dc, dd, delgroup,
deluser, df, dirname, dmesg, du, dumpleases, e2fsck, echo, egrep,
env, expr, false, fdisk, fgrep, find, free, fsck, fsck.ext2, fsck.ext3,
getopt, getty, grep, gunzip, gzip, halt, head, hexdump, hostid,
hostname, httpd, hweclock, id, ifconfig, ifdown, ifup, inetd, init,
insmod, kill, killall, klogd, less, In, logger, login, logname,

Is, Ismod, md5sum, mkdir, mke2fs, mkfs.ext2, mkfs.ext3, mknod,
mkswap, modprobe, more, mount, mv, netstat, nslookup, passwd,
pidof, ping, pivot_root, poweroff, ps, pwd, rdate, reboot, reset,

rm, rmdir, rmmod, route, run-parts, sed, sh, shalsum, sleep, sort,
strings, stty, su, swapoff, swapon, sync, syslogd, tail, tee,

telnet, telnetd, test, time, top, touch, true, tty, udhcpc, udhcpd,
umount, uname, uniq, uptime, usleep, vi, we, wget, which, whoami,
xargs, yes, zcat
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BusyBox&LIDS

O /bin/busyboxZzMEUH T /A FUEIER (/N1 F1UTv/YN)
B CTECECALGRL

void main(int argc, char* argv[], char* envp[]) {
argV[O] = "cat” =
execve (”/bin/busybox”, argv, envp)

}
B Chza7trJ 5T (U4 X(F1kKiE)

/bin # 1s -1

—~YWXr-Xr-x 1 root root 696 Aug 17 12:01 addgroup
T vy 1 root root 692 Aug 17 12:01 adduser
S WX E=I e 1 root root 688 Aug 17 12:01 ash
-XWXr-Xr-x 1 root root 688 Aug 17 12:01 cat
—YWXYr—-Xr—-X 1 root root 692 Aug 17 12:01 chgrp

O 7—XTO0F¥EIIO—FREATTFORTEIDE

S : [BusyBoxZ {F o T-#H A 1A A #EE3 CTLIDSZEIM T 1L ] (IR #4697 K)
http://www.selinux.gr.jp/LIDS—-JP/document/general/web lids busybox/main.html
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BusyBox&SELinux
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libselinuxfE:Eav > FABusyBoxARIZT—
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m 2007/03

coreutilsBIESELINUXS G M AFKIZT—D

B cp, Is, mkdir, mknod, myv, id, install, mkfifo,
stat, chcon, runcon
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SZ)0

[0 SELinux
B RZF http://www.nsa.gov/selinux/
B ER http://www.selinux.gr.jp/
O LIDS
B KXZE http://www.lids.org/
B EA http://www.selinux.gr.jp/LIDS-]P/
[0 TOMOYO Linux
B http://tomoyo.sourceforge.jp/
[0 Busybox
B AKX http://busybox.net/

B SELinux/BusyBox Project
http://www.kaigai.gr.jp/index.php?busybox

CHREHUNESTTVELS:

200743A16H Open Source Conference 2007 43
Tokyo/Spring



