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@ BAMDtEF70S
@ Hizard, SecuveTQS, SHieldWare, WhiteShield

@ PitBull, HP-UX + Security Containment, AIX + Trusted

AIX, CA Access Control, ...

@ OSSOt F70S
@ TrustedBSD
@ OpenSolaris + Trusted Extensions

@ SELinux, TOMOYO Linux, Smack, LIDS, AppArmor,
RSBAC, grsecurity
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gm system-config-selinux

FPTIME)  ~ITFH)

o 3 NAZLE: Baftan, ..

-

FPTISAULE T - |

Tt =Pl i A

SELinux 11—t — Active | Madule w | Description | Mame £

ih W apache Unify HTTPD handling of all cantent files. httpd_unified =

T S Bl B il il apache CAllow Apache to communicate with avahi service via dbus httpd_dbus_awvahi

e —sFa—=l [ apache EAIIuw apache scripts to write to public content. Directories/Files r allow_httpd _sys script|

FORZREATY [ : apache Allow httpd to read hame directaories httpd_enable_homedi
J _apache _Allnw Apache to modify public files used for public file transferEE: allow_httpd anon_writ
[ apache ;Alluw Apache to use mod_auth_pam allow_httpd_mod_autl
] apache CAllow httpd to access cifs file systems httpd_use_cifs
[ _ apache _ﬁ.llnw httpd cgi support httpd_enable_cgi
O : apache Allow HTTPD scripts and modules to connect to databases mfertf httpd can _network co
] apache CAllow httpd to act as a relay httpd_can_network_rel
] bind EAIIuw BIND to write the master zone files. Generally this is used f named_write_master_
[l cdrecord cdrecord [EUBUSHABOMMAHERHS. nfs, samba, B#H cdrecord_read_conten
I - cron _ Enable extra rules in the cron domain to support foron. gfcmn_crnnd
El cron EAIIuw system cron jobs to relabel filesystermn for restaring file cc'n'é cron_can_relabel
[ | VS CAllow cvs daemon to read shadow callow_cvs_read_shado |':.'

[ i 1> |
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gﬂE setroubleshoot

58 98 (L) 5:27:52

L@@ Jolidd @
New SELinux security alert

Egi@i% =
AT denial, click ican to view = ([ 7]

Dismiss Show

/£ / /
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* setroubleshoot 7S H peale o B
\ TP (E)  EE(E)  BR (O ALT(H)
BHEHE—E ai A IRE s Lo bl = 2 o L9 i
I i ED =i A% tsu jorni uroku —h & 3 é.fr.-r nte id reading acces

o IRRDEASERNE BBH%#E&}#EE} tsukuyomiurokudo.net 2: Web Server SELinux prevented httpd reading access

IRROERAF00E TTEESESF1AEY  tsukuyomiurokudo.net T <408 SELinux is preventing canberra-gtk-pl (xg
IR EA0E 1TERESES12E  tsukuyomiurokudo.net 3 2B SELinux is preventing python (xguest tj "1,

>

SELinux prevented httpd reading access to http files.

FHIE g
% S5ELinux prevented httpd reading access to http files. Ordinarily httpd is allowed full access to all files labeled with http file context. This
machine has a tightened security policy with the httpd_unified turmed off, this requires explicit labeling of all files. If a file is a cgi scriptit

needs to be labeled with httpd TYPE script exec tin orderto be executed. If it is read-only content, it needs to be labeled

httpd TYPE_content t, it is writable content. it needs to be labeled httpd_TYPE_script_rw_t or httpd _TYPE_script_ra_t. You can use the chcon

command to change these contexts. Please referto the man page "man httpd_selinux" or FAQ "TYPE" refers to ane of "sys", "user” or

"staff" ar potentially other script types.

ﬁ” :ij'j_:f W—
*4 Y

Changing the "httpd_unified" boolean to true will allow this access: "setsebool -P httpd_unified=1"

O) *E % Fix 3% ¥ K
E setsebool -P httpd unified=1

B 3

V=AY TFEI unconfined_u:systermn_rhttpd t:50:c1

it i e o system_w:object rhttpd_sys_content t:s0:cO
B—=tFu AT T - amasagi.gif [ file ]

LF A httpd

U= Jusrfshinfhttpd

bl <ABH>

b @ i tsukuyomi.urokudo. net
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o JATROEUVHLEREIZE DL <kernel>
Bl[=,=!|5 % E"] F‘)(,r~/ /sbin/init
NTT s - Sl . /sbin/getty
o U LIEARENEBIN AL o
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/usr/sbin/sshd

/bin/su
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<kernel> /sbin/init /sbin/getty
use_profile 1

al low_read/write /tmp/utmp },__,__~——~————-
al low_create /tmp/utmp
allow write /tmp/wtmp )________________—————
al low_create /tmp/wtmp
al low_execute /bin/login — — ——

allow read /etc/issue

allow read /Iib/Id—uCIibc—0.9.30.1.so:>_,,,
allow read /lib/libuClibc-0.9.30.1.so
al low_read/write /dev/null

al low _read/write /dev/ttySO

RIS — B BB A

ALY

FEE—F

tmp/utmpD AR EFEHES

tmp/wtmp D & L EEF A A

logina~Y >R DET

ERTES5A4TS) DEEHIAH
REFINARITF7ALILD
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shinjid@teruzuki-x86:~

o T TP [P, RPN (PR [N [ s [ [t |
LD D0 el O LT e L Ped = 0 LT G0 ed LT e b Ped =3 i3
mm omm oma omw omw omm omw

: allow_read

: allow_read

: allow_read

v allow_read

: allow_read

: allow_read

v allow_read

: allow_read/write
: allow_write

<<< Domain Transition Editor »=: 57 domains ‘7' for help ~
ckernel> fetc/init.d/55B8dropbear /sbin/start-stop-daemon Fusrisbinsdropbear
19+ -3 fbindsh
19 3 sbinfip
T2y o3 fbinfrun-parts
157 3 fshinfifup
T4: 3 fbinsdsh
a3 /fbin/ip
T 3 /bindrun-parts
1; g fEtE;;E;Rgég‘;gntpd shinji@teruzuki-xB6:~
19: % Jusr/shin/ntpd <<¢< Domain Policy Editor »»> 31 entries "?' for help
20 -3 fetcs/init.d/S5dropbear
1 3 /sbin/start-stop-daemon dkern&lr fetc/init.d/558dropbear /sbin/start-stop-daemon fusr/sbin/dropbear
il o 3 fusrishin/dropbear | allow_execute  /bin/sh
% 3 /bindsh - alluw_read!urlte fdev/null
24 3 /bin/hostname : allow_read/write /dev/ptmx
25+ % fhindsu : allow_read/write /dev/pts/\§
26 B ‘hindsh » allow_read/write /dev/tty
y¥. % fusrshindid + allow_read fdev/urandom
B l."usrfhinfs[p ' EU.D'H__FEEd feto/TI
0. 3 Jete/init.d/S99crond : allow_read fetc/dropbear/dropbear_dss_host_key
Ip: 3 /shin/start-stop-daemon : allow_read /etc/dropbear/dropbear_rsa_host_key
: allow_read fetc/group
v allow_read fetc/hosts
: allow_read fetc/passwd

fetci/resolv.conf
fhome/shinji/.ssh/authorized_keys
flib/1ld-uClibc-8.9.58.17.50
Flibflibcrypt-8.9.30.1.50
flibflibgcc_s.50.1
Flib/libuClibc-8.9.50.7.50
flib/libutil-A.9.30.7.50
/mnt/lastlog

Smnt/wtmp
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ofa TOMOYO LinuxZ 512 (3

@ Turbolinux, Fedora, CentOS, Debian, Ubuntu,
Mandriva %&& THIFB AR

@ http://tomoyo.sourceforge.ip/ (A4 ¥ ILHAF)
o ‘%)\%JILE%

@ v @' ﬁ _http:Htomoyo.sourceforge.jp;' v | v G~
|:| I,~ é*‘l’ ATYSTURESBELTIM? 508 CEIES L,

@ Ubuntu*>CentOSIZ &5 e e
Live CDEHYFET

TOMOYOId, LinuxlZsd Se8Hl7 O € AREMAC)DEET. MEULCHETERE)
I =73 TOMOYO 1. 03B HAEHNTTF—5Ic LD
FFTN., 2000F11H1NBICGPLS T2 AMF—FU - LTaRTNFE L.

FCHTHKS

Turbolink Client 20088 A FIEE

Turbolinxk 11 Serveri A FIEE

Cent0S 4.78 A ZFIF (version 1.6.7)

CentOS 5.3 A F||F (version 1.6.7)

Fedora 838 A =& (version 1.6.7)

Debian Sarge® A /A (version 1.6.7)

Debian Etchi A F|E (version 1.6.7)

Ubuntu 8.043 ) FIF (version 1.6.7)

Ubuntu 8.04 LiveCOTFREI LU SHTH LS (version 1.6.7)
Cent0OS 5.2 LiveCDTFEICIEUSHTH LS (version 1.6.6)
TOMOYO Linux@®B A & 77 217 Z % 0{EES (version 1.4.1)
BEIFBE L+ 1 F0S TOMOYO Linux---ViMware TEREE | {88 (version 1.0)
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@ SELinuxZ{#> TLAPPRAR Y& AERiE
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@ Linux + Apache + PostgresQL + PHP
=D EINETNICELD X T RN HY ., —EHEAEL

9 + + + PHP
o NECOiEMiEFERABIFE
@ SELinux® it 9 H5APIZE- T, Web Application
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@ SE-PostgreSQL

@ DBAD 77t RAEFIZSELiInUXD RS —%EF
SELinux - JAOtR iy AT L)L By TFAILVRT L
SE-PostgreSQL : ZO+tX &) SQLY T w DBAX Tk

A& FAE
(ZFa+EX) (Z7Aa+tR)

SE-Pgsql TOEX -
733(__1 II)_ HJ F1ws /ijl:'b‘
ST L sk 2=

SE-PostgreSQL

SELinux
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@ SE-PostgreSQL
@ DBAMD 7Yt AEEIZSELINUXD R o —Z% i FE
SELinux - JOvR 0y DRTLO—)L By T7AILDRT LA
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@ SELinux L ThHOWeb7 ) o ALYRHBEGITHERZEIYY
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o WebH—/\TOEZAALTDH (Linuxh—=~)L2.6.28 LL[%)
Web7 7 ZETT e Web77YIEWebH—/\TJO
=) OS*ODBHS (L FFHED LRADRALYRELTENME
X Bl HYA~ T e o FTOERDIEREMZ L
. $|1 FHTALYEDIERZFERTE A
O T RARESTRIC, FIHEEFIZ HE
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v A

Apache € a1—JLImod_selinux]
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@ Apache/SELinux plus

» HTTPERZ(E \
& ELVMETAL YR
HTTPZ2: :
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FFETIAE)  WEWIE) F|ndd) HBE(E) TwdV—2(B)

olx3 LAPP/SELinux®

SELinux awared Apache example - Mozilla Firefox

~ILFH)

W= T)

4>

ﬁ | @] ' http:/ftsukuyomifindex.php

—
|v|.|.|

HTTP Authenticated user: susanoo
Security Context: system_u:system_r:httpd_t:s

DT
cO

2f) E 151

m s
~ c2

D1—

The result of:
SELECT security_context, * FROM food

| security_context [id[ name |[price
lunconfined_u:object_r:sepgsql_fixed_table_t:s@ [1 [shijimi  [300
|uncunfined_u:ubject_r:sepgsql_fixed_table_t:sB 2 |shirauo 408

unconfined_u:object_r:sepgsql_fixed_table_t:s@:

tB|3 |moroge-ebi (358

luncanfined_u:object_r:sepgsql_fixed_table_t:s:cB[4 [amasagi  [400
lunconfined_u:object_r:sepgsql_fixed table_t:s8:c1[5 [unagi 550
luncanfined_u:object_r:sepgsql_fixed table_t:sB:c1[6 [koi 600
uncunfined_u:uhject_r:sepgsql_fixed_table_t:sﬂ:cZ[E_Wsuzuki |EBB

SELECT security_context, * FROM

 AT3Yc0,c1,c2 D
. DBOT—EMNRTIND

Static Contents with Category

"shijimi" laheled as s@
"shirauo" labeled as s@
"moroge-ebi" labeled as s@:cB
"amasagi" labeled as s@:cH
"unagi" labeled as sB:c]
"koi" labeled as sB:ic]

"suzuki" labeled as sB:c?

AT73Y c0 DE1E

") morogeebi.gif (GIFE . + #®

Jeo)LE) RE(E) Z|/E(Y) RBMA

|
s |

Jer)LiE)  WRE(E] F|EW)
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3 | APP/SELinux® Eh{£45l

O
S

SELinux awared Apache example - Mozilla Firefox
JPIAE) WH(E) F|r(Y) ME(S) TwOV—O(B) W—II) ~LTFH)

HFT 1t
c0 OH
D1—

|_-
|v|.|.|

@ £ ﬁ | @] | http:/tsukuyomifindex.php

HTTP Authenticated user: ookuninushi
Security Context: system_u:system_r:httpd_t:s

The result of: j]j_'j‘u CO @E{%

"I morogeebi.gif (GIFE .. + =

SELECT security_context, * FROM food

| security_context [id[ name [price TPTILE) WEK(E) Jn() MW
lunconfined_u:object_r:sepgsql_fixed_table_t:s@ [1 [shijimi  [300 TEFTERL \
2

unconfined u:object r:sepgsgl_fixed table t:s@ shirauo
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@ SELinux

o NSA(7AYDERLERIER) DSELinuxH A~
http://www.nsa.gov/research/selinux/

@ Fedora SELinux User Guide
http://docs.fedoraproject.org/selinux-user-quide/

@ TOMOYO Linux

@ 714 vwIL YAk http://tomoyo.sourceforge.ip/
o [FTHEHF—TJ—F
http://d.hatena.ne.jp/keyword/TOMOYO Linux

@ 2ch N[AZRZET]JTOMOYO Linux 0.0.3 [+5—A)I1XL
http://pcll.2ch.net/test/read.cqi/linux/1239030346/
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